
Authoritarian regimes always use
surveillance as a primary tool to assert
power and repress dissent.

The Trump regime is buying a lot of new
surveillance tools to track activists,
immigrants, and everyone in the country.

Surveillance thrives on weak links. Don't
be one! Secure your devices to help
protect your community.

Digital security
matters for our

community

ActivistChecklist.org
for easy-to-follow digital security checklists



Easy-to-follow digital security guides for:

Some essential tips for security:
Use Signal — esp. when talking about resistance
Disable location permissions on 99% of apps
Use Brave browser to reduce tracking
Use Brave/DuckDuckGo search (not Google!)
Use Apple Maps or Magic Earth (not Google!)
EasyOptOuts.com removes private info online
Enable Lockdown Mode (iPhone)
Enable Advanced Protection (Android)
Turn your phone off if arrest risk is high
Get friends together to go through these guides

Easy step-by-step guides at ActivistChecklist.org/essentials

Digital security essentials

Prepare for a protest or action

Using Signal securely

Flights and border-crossing

Setting up a burner phone for protests

Scan me

ActivistChecklist.org
Protect yourself to protect your community


