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BitRaser

A certified & secure data erasure & diagnostics software
that helps comply with data protection laws governing data
security across different industries like healthcare, govern-

ment, finance, insurance, education, etc.

BitRaser guarantees wiping of sensitive data permanently
from Hard drive, SSD, PC, Mac, laptop, Chromebook, Server
and Mobile devices; safeguarding privacy and preventing
data leakage. Hardware Diagnostics and Drive Erasure
Verification software is also available for ITADs to meet
compliance with R2, ADISA & E-Stewards certification.

WWW.bitraser.com



DATA SECURITY
THREATS & SOLUTION

BITRASER
PRODUCT
PORTFOLIO

SAMPLE REPORT,
OUR CERTIFICATIONS
& CLIENTS

TABLE OF CONTENTS

DATA PROLIFERATION .. ... ... ... ...... 01
The Growing Data Security Risks

DATA DISPOSAL IS A NECESSITY BY LAW . .......... 02
Navigating Compliance with Data Protection Laws

PRESENTING BITRASER® ............................ 03
Software for Data Erasure, Diagnostics & Verification

SECURE & CERTIFIED DATA ERASURE ... ............ 04
Media Sanitization Software for Compliance Across Industries

OUR SOFTWARE PORTFOLIO ........................ 05
Comprehensive Range of Erasure, Diagnostics & Verification Tool

OUR CERTIFICATIONS ... .. .. 06
Tested & Approved by Many Certification Bodies

BITRASER DRIVE ERASER . ... ........................ 07
Certified & Secure Data Eraser

BITRASER MOBILE ERASER & DIAGNOSTICS . ..... .. 08
Wipe & Test Mobile Devices

BITRASER REMOTEWIPING ......................... 09
Remotely Data Wiping Software

BITRASER FILE ERASER CORPORATE ................ 10
File & Folder Erasure Software

BITRASER HARDWARE DIAGNOSTICS ............... 11
Accurate Diagnostics Tool

BITRASER DRIVE VERIFIER .. ... ..................... 12
Accurate Erasure Verifier

SAMPLE ERASURE REPORT . ......................... 13
100% Customizable & Tamper-Proof Report

SAMPLE CERTIFICATE OF DESTRUCTION .......... .. 14
Digitally Signed Certificate

FEATURED CLIENTS .. ... ... ... ... ... .. .. ......... 15
Few Of Our Esteemed Clients

CUSTOMER SPEAK . ... ... ... 16
What Our Clients Say About Us

BITRASER® IS AN INNOVATION FROM STELLAR® ... 17
The Global Data Care Experts



BITRASER | AN INNOVATION FROM STELLAR

DATA PROLIFERATION

The Growing Data Security Risks

As the digital landscape continues to expand, data proliferation has become a significant challenge
for organizations. According to IDC, the global data sphere is projected to expand to 221 zettabytes
by 2025, up from 33 zettabytes in 2018, with businesses generating an ever-increasing amount of
sensitive information across various platforms, devices, and systems. As data surpasses oil as the
world's most valuable resource, sectors like healthcare, finance, and automotive are becoming
increasingly vulnerable to cyber threats. Hackers, fraudsters, & malicious actors exploit sensitive
business & personal information for financial gain, identity theft, & fraud.

This exponential growth in data has created new
complexities in data security. With vast amounts
of data being stored, transferred, and accessed
Zettabytes projected daily, the risks of data breaches, leaks, and
in 2025 from unauthorized access are escalating. As data
33ZBin 2018 volume increases, so do security vulnerabilities,
making it crucial for organizations to implement
robust data protection measures.

Data Security

A Crucial Aspect Throughout the IT Asset Lifecycle

Data security is essential at every stage of the IT
asset lifecycle, from procurement and usage to Disposing PO

H H H H H H f Old IT L d T
decommissioning and disposal. As organizations . e e ﬂﬁl
upgrade their hardware, reallocate systems,
migrate devices, put data to rest or decommission {'D %
data centers, sensitive data remains vulnerable if O—
not properly managed. With increasing regulatory
pressures and the ever-growing risk of data Reallocating Upgrading

. . . IT Assets Systdem
breaches, ensuring secure data destruction is no Hardware
longer optional—it’s a critical necessity. [i ©
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Secure data erasure software like BitRaser

safeguards data through every phase, offering

permanent erasure for devices in use and during

the asset disposal process. By using certified, putting Data
industry-leading data erasure tools, organizations to Rest
can mitigate data breach risks, meet compliance
requirements, and protect sensitive information

from falling in wrong hands.

Decommissioning

Data Centers I
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30 YEARS OF EXCELLENCE

DATA DISPOSAL IS A NECESSITY BY LAW

Navigating Compliance with Data Protection Laws

Data protection laws worldwide, including the EU-GDPR, UK GDPR, ‘ ‘
DPDP, CCPA, Data Privacy Act 1974, PDPL, SOX, and GLBA, mandate
secure disposal of sensitive & confidential data, particularly
Personally Identifiable Information (PIl), to ensure privacy and
security. With data breaches at an all-time high—rising by 37% in
2023 alone and costing organizations an average of $4.45 million
per breach, according to IBM's Data Breach Report—compliance
has never been more critical.

Grant a consumer the
right to request deletion
of personal information
and require the business
to delete information
upon receipt of a

These regulations require organizations to erase sensitive data verified request
securely once it is no longer needed. Non-compliance not only

risks hefty fines, such as GDPR's penalty of up to €20 million or 4% California Consumer Privacy Act
of annual turnover, but also irreparable reputation damage. effective January 2020

Secure data erasure is no longer optional—it's a necessity in
safeguarding trust and mitigating risks.

Data Privacy Laws Worldwide
That Demand Secure Media Sanitization

REGULATION AND ENFORCEMENT
Canada: Digital Privacy Act

reformiﬁg PIPEDA (Personal HEAVY ROBUST MODERATE LIMITED

Information and Protection and
Electronic Documents Act)

Japan: APPI
(Act on the Protection of
Personal Information)

China: PIS Standard
(Personal Information
Security Specification)

Philippines: PDPA
(Personal Data Protection Act)

California: CCPA ——
(California Consumer
Privacy Act)--,

EU-GDPR: — #l
General Data
. . Protection
o - Regulation

Brazil: LGPD (General
Data Protection Law)

India: DPDPA (Digital Personal

“ Data Protection Act)
|
South Africa: POPIA

N (Protection of Personal Australia: Prlvacy Act
Information Act) and Amendments

.’;’ ’ Thailand: PDPA

(Personal Data
Protecuon Act)

New Zealand:
Privacy Bill 34-2

02 | BITRASER @:é‘ C



BITRASER | AN INNOVATION FROM STELLAR

PRESENTING BITRASER®

Software for Data Erasure, Diagnostics & Verification

BitRaser is certified software that permanently
erases data from HDDs, SSDs, PCs, Macs®,
Chromebooks, servers, and mobile devices. It
generates tamper-proof reports and certificates to
ensure compliance with CCPA, GDPR, PCI-DSS,
SOX, HIPAA, and more. Protects privacy, prevents
data leaks, and supports reuse for a circular
economy.

=5

DATA ERASURE
Software to Erase Data From Drive, PC, Laptop, Mac, Chromebook, Server & Mobile Devices.
ITADs can automate and scale their erasure process using BitRaser.

Functionality Drive Eraser Mobile Eraser

Guaranteed Erasure Q Q

Device Support HDD, SSD, PC, Mac®, Laptop, iPhone“_D, Tabler, &
Chromebook & Server Android® Devices

Deployment USB Boot, PXE Boot & MSI Installable Application

Cloud Console (V] (V]

Erasure Method 26+ (NIST, DoD, IEEE) 10 (NIST, DoD)

API Integration (V] ]

ERP Integration (] (]

Automation (/] V]

Autopilot Detection m=x (] MDM detection

Reports & Certificate (V] o

License Delivery Digital & Physical Digital

Pay-Per-Use Model (] (V]

Variants Cloud, Offline & Network Cloud Windows, Mac & Barebone

OpETO)
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30 YEARS OF EXCELLENCE

SECURE & CERTIFIED DATA ERASURE

Media Sanitization Software To Meet Compliance Across Industries

Erase Drives & Devices

BitRaser, a plug and play software, serves your need for certified & secured data erasure solution
beyond data recovery for removable & portable drives, loose or rack mounted storage devices,
mobile devices, drives in desktops & laptops or drives over LAN.
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Healthcare Insurance
\
MSPs Repair Centers

Compliant With Upto 26 Global Methods
BitRaser uses global data wiping norms to wipe information securely.

15
a

&

Education Electronics
20
[ 1
ITAD IT-&-ITES
Refurbishers Telecom

NIST 800-88 Clear

NIST 800-88 Purge

US - DoD 5220.22-M (3 passes)

US - DoD 5220.22-M (ECE) (7 passes)
US - DoD 5200.28-STD (7 passes)
IEEE 2883:2022 Clear

IEEE 2883:2022 Purge

Russian - GOST-R-50739-95 (2 passes)

04 | BITRASER

B.Schneier’s Algorithm (7 passes)
German Standard VSITR (7 passes)
US Army AR 380-19 (3 passes)
NATO Standard (7 passes)

US Air Force AFSSI 5020 (3 passes)
Pfitzner Algorithm (33 passes)
Canadian CSEC ITSG-06 (1-3 passes)

British HMG IS5 (3 passes)

British - HMG IS5 (Baseline Standard)
Pseudo-Random & Zeroes (2 passes)
Random Random Zero (6 passes)
NAVSO P-5239-26 (3 passes)
NCSG-TG-025 (3 passes)

BitRaser Secure & SSD Erasure
Pseudo-Random

Peter Gutmann (35 passes)
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OUR SOFTWARE PORTFOLIO

Comprehensive Range of Erasure, Diagnostics & Verification Tool.

Erasure

@,
.

o
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BITRASER

Drive Wiping
Software to Erase Data
From HDD, SSD, PC, Mac,
Chromebook & Server.

Remote Wiping
Remotely Wipe data from
Windows Endpoint Devices
via MSI Package.

Mobile Wiping

Certified Data Erasure from
iPhone®, iPad® & Android
Based Devices.

Mac Wiping

Secure & Fast Data Erasure
from Apple Silicon (M4, M3,
M2, M1) & Intel Based Mac.

Chromebook Erasure

Erase Sensitive Information
Stored on All Models of
Chromebook.

File Erasure

Wipe Files, Folders, Traces, 3
Browser History etc. on Standalone :
Machine or Over a Network.

Diagnostics

Hardware Diagnostics
Accurately Diagnose & Tests
the Hardware Components in
PC, Laptop, Desktop & Server.

—
[mas

Mobile Diagnostics
Diagnose & Test the Health
of Mobile Phones - iPhone®
& Android Devices.

Mac Diagnostics

Accurately test hardware
components in Mac devices.

Erasure Verification

Drive Verifier

Verifies No Data Recovery
After Data Erasure. Ideal for
R2 & ADISA Compliance.



30 YEARS OF EXCELLENCE

OUR CERTIFICATIONS

BitRaser is Tested & Approved by Many Certification Bodies.

Product Certifications

NIST & Common

National Institute of H H
Standards and Technology Crlterla
NG ND a-aﬂ
National Institute of : U.S. Department of : Common Criteria
Standards & Technology : Homeland Security : Certification

—TINYCE"

=¥ safety and Trust

ADISA : STQC Erasure : NYCE Certificate
Certification : Verification : Of Compliance

Ontrack: ”;_

Ontrack Erasure HIPAA Seal of ISO 27001
Verification : Compliance : Certification

.’L_r'rp:"@
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BITRASER® DRIVE ERASER

Certified & Secure Data Eraser

Wipe HDD, SSD, PC, Mac, Laptop, Chromebook & Server

On-site, Off-site & Remotely.

Erases Data Across Drives, Devices & Platforms

BitRaser serves your need for a certified solution that can assure permanent data erasure. It can
securely wipe data beyond data recovery from all kinds of storage devices & generates tamper proof
audit trails. BitRaser helps comply with global data privacy laws or regulations like - EU GDPR, GLBA,

SOX, HIPAA, 1SO27001, PCI-DSS etc.
Top Features

o @

Automated &
Secure Erasure

Cloud Integration
with APl Support

Software Variants

Features

Drive Erasure Capacity

Simultaneous Drive & Device Erasure
Supports ERP Integration

Support to Wipe M4, M3, M2, M1, T2, T1 Mac
Wipe Chromebook of all models
Deployment Options

Remote Wiping For Windows

Erasure Customization

Autopilot detection

Support to Wipe Servers via LOM
Cloud Console

Generates Data Erasure Certificate

Possibility of Private Cloud (Extra Charged)

07 | BITRASER
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Supports 26+ Data

Wiping Methods

Cloud
<=100 Drives
Unlimited
o
o

o
USB Boot

MSI

000000

Multiple Deployment
Options

Offline
<=100 Drives
Unlimited
)

)

)
USB Boot
)

o
)

(<}

On request
o
)

(=]

Digitally Signed
Report & Certificate

Network Cloud
<=65000 Drives
254 over a network
o
()

[
PXE Boot




30 YEARS OF EXCELLENCE

BITRASER® MOBILE ERASER & DIAGNOSTICS

Wipe & Test Mobile Devices

For iOS® & Android® Based Devices.

Unified Interface To Wipe & Test iOS® & Android® Devices

BitRaser Mobile software erases & tests iPhone®, iPad & Android® devices to safeguard data privacy
& monetize residual value of hardware. This software permanently wipes data from mobile devices,
ensuring regulatory compliance before devices are disposed, recycled or sold. The tool also performs
a series of 50+ assisted & automated tests to diagnose health and efficiency of mobile devices.

Top Features

- @ A =
= © oo =

Certified & Cloud Integration Global Data Multiple Deployment Digitally Signed
Secure Erasure with APl Support Wiping Methods Options Report & Certificate

Software Variants

Features Windows Mac Barebone (No OS)
Erases Data From iPhone, iPad & Android Devices Q () Q

No. of Mobile Devices Supported 15 40 40
Diagnostic Tests Capability 50 46 50
Restore the Latest Firmware (i0OS Only) () () ()

Cloud Console Integration with API Support (] (] (]

API Integration with Asset Management Tool (] (L] ()

24/7 Access to Reports V] ] V]

Logo Customization in Reports (V] (V) (V]

ERP Integration with MakorERP & Razor ERP (] [x] (]
Requires Dedicated Machine (%) (%) (V]
Installation File Type .exe .dmg Boot via ISO & Install
Application Internet Connectivity Automatic Automatic Manual

08 | BITRASER
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BITRASER® REMOTE WIPING

Remotely Data Wiping Software AR
Remotely Erase Data From Windows Endpoint Devices

Remotely Erase Data From Windows Endpoint Devices

BitRaser Drive Eraser Remote Sanitization solution offers robust features including the ability to
erase multiple Windows endpoint machines via MSI package deployed locally, in silent mode or using
Endpoint Management Systems like Microsoft SCCM, ManageEngine and Ivanti. By performing

remote erasure, organizations can mitigate chain of custody risks during IT device returns.

Top Features

03

MsI

d

Erase Data Remotely

BitRaser Drive Eraser remotely wipes data
from Windows endpoint laptops & desktops
permanently.

API Integration

Cloud APl is available to seamlessly transfer
reports & certificates into organization’s
asset management tool.

Deploy Using MSI Package

The Remote Wiping MSI package can be
deployed on any Windows machine locally,
or via Endpoint Management Systems

like SCCM, Intune & Ivanti.

Helps in Audit

The software-generated certificates and
detailed data erasure reports serve as
audit trails, helping in regulatory
compliance.

Helps Attain Compliance

© EU-GDPR  ©@ HIPAA  © 1SO 27001

09 | BITRASER
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Certificate of Data Destruction

:@ The software generates a digitally signed

Certificate of Destruction modeled after
NIST 800-88 COD.

No License Expiry

BitRaser Drive Eraser licenses do not have
an expiry date. These remain valid for use
until consumed.

Centralized Cloud Console

BitRaser Cloud Console stores remote
erasure reports in one accessible location
along with licenses. Private cloud is also
available at an additional cost.

Digitally Signed Reports

BitRaser generates digitally signed
tamper-proof reports of hardware
diagnostics that can be saved in PDF,
CSV, or XML formats.

©SOX © GLBA
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BITRASER® FILE ERASER CORPORATE

File & Folder Erasure Software

Wipe Files Stored on PC, Mac, Linux & Servers.

30 YEARS OF EXCELLENCE

5 Ty

Erase Files, Folders & Volumes Permanently To Stay Compliant

BitRaser File Eraser is a secure data wiping software that permanently erases confidential files, folders,
volumes, traces, etc. stored on PC, laptop, server, linux, & Mac beyond the scope of data recovery. The
software helps enterprises meet compliance to standards like ISO 27001 for safeguarding data of
customers, employees, etc. stored by them. File Eraser Network variant also available.

Top Features

©

e

[[&

Secure File & Folder Erasure

Securely erases sensitive files & folders from
laptop, desktop & server beyond the scope of
data recovery, thereby protecting data privacy
& confidentiality.

Email & Browser History Erasure

Wipes emails & browser history and archives
residing in any drive/ media / server without
leaving any traces.

Centralized Cloud Repository

Allows saving of erasure reports on centralized
secure BitRaser cloud console for future
reference. Reports can be accessed 24*7
from any location.

Removes Cookies & Traces

Erase cookies, internet browser history
along with recently used application traces
that track your behavior pattern.

Helps Attain Compliance

© 1SO 27001

© HIPAA @ PCI-DSS

10 | BITRASER

High Speed Erasure

Performs high-speed simultaneous erasure
of multiple files with option to pre-schedule
erasure tasks to maintain data hygeine &
optimal system performance.

Erases Volumes

Ability to safely erase entire logical drives
or volumes without harming applications
and operating system files.

Schedule & Automate Erasure Tasks

Automate wiping process on regular intervals
to ensure confidential data does not fall in
wrong hands. Schedule tasks to run daily,
weekly, monthly, & on system boot.

Certified Erasure Report

Generates certified tamper-proof reports of
erasure to help meet statutory & regulatory
compliance.

@ EU-GDPR
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BITRASER® HARDWARE DIAGNOSTICS

Accurate Diagnostics Tool

Tests hardware components in PC, & Laptop.

A

Diagnose Health Of Hardware Components In PC, & Laptop

BitRaser Hardware Diagnostics can simultaneously assess the health of multiple devices, including
PCs, laptops, desktops and servers. It detects issues across multiple hardware components such as
memory, processor, battery, storage, Ethernet, CMOS, and peripherals like keyboards, mice, and

microphones.

Top Features

<

Accurate Diagnostics

BitRaser quickly and accurately diagnoses
various hardware components, like processor,
storage, memory, CMOS, etc., in PC, laptop,
& desktop.

Multiple Diagnostic Tests

B

Software performs 9 automatic & 10
manual tests like GPU, system board,
webcam, touch pad, microphone, etc.

Digitally Signed Reports

BitRaser generates digitally signed
tamper-proof reports of hardware
diagnostics that can be saved in PDF,
CSV, or XML formats.

Helps Grade Devices

g

The software provides the option to grade
the device based on the condition of its
display, body, and overall performance.

Helps Attain Compliance

@ R2v3 @ e-Stewards & WEEE

*Mac Diagnostics also available

1 | BITRASER
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Cloud Console Support

BitRaser Cloud is available for creating &
managing users & for license distribution.
It helps maintain a central repository of
reports.

No License Expiry

BitRaser Diagnostic licenses are available
on a pay-per-use model. These diagnostic
licenses don't expire until they are used.

Dual Deployment

The cloud variant of the software can be
easily deployed using a bootable USB. You
can diagnose multiple machines over a
network via PXE boot.

API Integration

Cloud APl is available to pull diagnostic
reports in organizational IT asset
management tool or ERP.




BITRASER® DRIVE VERIFIER

Accurate Erasure Verifier

Verify Erased Drives & Devices

30 YEARS OF EXCELLENCE

Verify Erased Drives & Devices To Eliminate Possiblity of Data Recovery

BitRaser Drive Verifier allows ITADs, refurbishers, and recyclers to verify if there is any possibilty of data
recovery on erased HDD, SSD, PC, laptop, and server. The software can be deployed via a bootable USB
at both Internet-enabled and Offline sites. PXE boot is also available to verify multiple erased drives
simultaneously over a network.

Top Features

-

,%l

[—@—] Erasure Verification
_J BitRaser Drive Verifier verifies wiped drives

for possibilty of data recovery. User can
verify the same through hex viewer.

Verify Multiple Drive & Devices

The software allows verifying multiple drive
& devices simultaneously over a network
helping ITAD save time.

Cloud Console

BitRaser Cloud console is available for
creating & managing users & for license
distribution. It helps maintain a central
repository of verification reports.

Digitally Signed Reports

Software generates digitally signed tamper-
proof reports of drive verification that can
be saved in PDF, CSV, or XML formats.

Helps Attain Compliance

© R2v3

© e-Stewards

12 | BITRASER

%

€03

<)

ooo

~®

ISO Customization

BitRaser Drive Verifier provides an option
to customize ISO to help save ITADs time in
performing repetitive tasks.

API Integration

Cloud APl is available that helps pull reports
of drive verifier into your IT asset manage-
ment software or ERP.

Deploy via USB or PXE boot

The cloud & offline variant of the software
can be easily deployed using a bootable
USB. The Network Cloud variant can be
deployed over a network via PXE boot.

No License Expiry

The software licenses do not expire until
used and can be reused to verify the
erasure process on the same machine
within 10 days.

© ADISA @ NAID AAA
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SAMPLE ERASURE REPORT

100% Customizable & Tamper-Proof Report

BitRaser stellar

BitRaser Drive Report

Report Information

Report ID: 406 Report Date: Feb 20, 2024 22:06:53 15T
Digital Identifier: 58210a38cb6bdB2807937dedf27cd1b2 Software Version: BitRaser Drive Eraser 3.0.0.7

Customer Details
Customer Name: John Doe Customer Address: ], USA

Erasure Summary

Total Disks: 1 Successful Disks: 1

Disks to Erase: 1 Failed Disks ]

Selected Method: NIST 800-88 Purge Disks in Process: 0

Hardware Test

Motherboard: Successful Successful

Memary: Successful Successful

Mouse/Pointer: Successful

Bluetooth: Successful Wireless[Wifi}: Successful

PC Speaker: Successful Battery: SuccessfullCapacity : 8947 mah)

Hardware Information

Manufacturer: Delline Chassis Type: Notebook

Model Name: Precision 3520 uuip: 4cdca5a4-0032-4210-8054-b6c 04464832

System Serial: 62BTFH2 SKU Number: 0749

Chassis Serial: 62BTFH2 USB Hub: 5

Board Serial: /62BTFH2/CN1 29637910001/ Mermory [RAM): BGB

Media Source: Texas Asset Tag: 123456789

Media Destination:  California

Disk [1] Disk: 0, Model: WD Blue SN570 500GB, Serial: 22075M800524, SED: NA, Encryption: NA, SMART Status:PASSED

Processor InmI:Rl CnneETM} i5-7300HQ CPU @ 2.50GHz, Status: Populated, Enabled, Cores: 4, External Clock: 100 MHz, Current Speed: 2300 MHz, Processor 1D:
E9 9 00 FF FB EB BF, Signature: Type 0, Famll).I 6, Model 158, S’(eppmgg

Network Adapter Intel w-reless B265 1 8275, Interface Name: wiand, MAC Address: 90:61:ae:14:34:7b, Interface: Wireless
Metwark Adapter Intel Ethernet Connection (5) 1219-LM, Interface Name: enp0s31f6, MAC Address: a4:4c:cB:1e:0d:b8, Interface: Ethernet

Memory Bank BOADOODOBOAD, 8 GB, 2400 MT/s, DDR4, Synchronous Unbuffered {Unregistered), SODIMM, Serial: ZA4FIDTA
Memaory Bank Not Specified, No Module Installed, Unknown, Unknown, None, DIMM, Serial: Not Specified

Graphics_Card nVidia Corperation, Description: nvidia GM107GLM [Quadro M620 Mobilel, Memory: 256M

Graphics_Card Intel Corperation (VGA Controller), Description: Intel HD Graphics 630, Memory: 256M

Sound_Card Intel CM238 HD Audio Controller, Intel Corporation

USB Controller Intel Corparation, Intel 100 Series/C230 Series Chipset Family USB 3.0 xHCI Controller

Storage Controller Intel Corparation, Intel Q170/Q150/8150/H170/H110/Z170/CM2 36 Chipset SATA Controller [AHCI Made]
Storage Controller Sandisk Cerp, Sandisk Non-Volatile memory controller

BIOS Dell Inc., Features: PCI, PNP, CD BOOT, EDD, ACPI, USB Legacy, SMBIOS Version: SMBIOS 3.0.0 present., ReleaseDate: 11/17/2022, Version: 1.28.0

Battery SMP, Capacity {Design: 8947 mah, Full: 6505 mAh, Current: 6505 mAh) Modek: SMP, Serial: 659, Type: Li-poly, Capacity : B34 mAh, Voltage: 8237 my

Erasure Results

Disk 0 Model: WD Blue SN570 500GB, Serial: 22075N800524, Size: 465.76 GB, Total Sectors: 976773168, Sector Size: 5128, Interface: PCI, Media Type:
NVMe, SMART Status: PASSED

Erasure Method: NIST 800-88 Purge [NV ] Write Passes: NA

Verification: Total Verification Processed: 976773168 sectors.

Start Time: January 29, 2024 16:11:33 IST End Time: January 29, 2024 16:33:35 15T

Duration: 00:22:02 Status: Completed

CR - Cryptographic Erase, BL - Block Erase, NV - NvVMe Erase, SE - Secure Erase

Erasure & Validation Details

Technician Name: Jane Doe Qrganization: ABC
Validator Name: Joe Schmao Organization: x¥Z

| hereby state that the data erasure process has been carried gut in accordance with the given specifications.

(s (Hgnature (Hample (Hognature
Date: Feb 20, 2024 22:06:53 IST - 56/ "f? ( '9[;/ Uf
Data Erasure Technician Validator

stel la r The information contained in this report is digitally protected and has been generated by the BitRaser profiling process

BitRaser is an innovation from Stellar Data Recovery Inc.
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30 YEARS OF EXCELLENCE

SAMPLE CERTIFICATE OF DESTRUCTION

Digitally Signed Certificate

BitRaser stellar

Certificate of Erasure

Erasure Status: Completed Report ID: 425
Customer Details
Customer Name: John Doe Customer Address:  NJ, USA

Media Information

Media Source: Texas Media Destination:  California
Model Name: WD Blue SN570 500G8 Size: 465.76 GB
Serfal number: 22075N800524 Media Type: NvMe
Manufacturer: Sandisk Corp SMART Status: PASSED

Erasure Information

Digital Identifier: b2clbf638c01e413d449819d1ad4f135 Tool Used: BitRaser Drive Eraser 3.0.0.7
Erasure Method: NIST 800-88 Purge Method Type: Purge

Write Passes: NA Werification: Total Verification

Start Time: February 16, 2024 14:43:27 IST End Time: February 16, 2024 15:05:29 IST
Duration: 00:20:30 Erasure Status: Completed

Extra Status: NVMe Erase

Custom Fields

SKU Number: 07A9 Lot Number: LOT#01234
Inventory Number:  INV#999

Erasure & Validation Details

Technician Name: Jane Doe Organization: ABC
Validator Name: Joe Schmo Organization: xYZ

I hereby state that the data erasure process has been carried out in accordance with the given specifications.

l’%nyé/f @;}z:g:www Q%zm/b/g g%zﬂafa-m

Date: Feb 20, 2024 22:20:21 IST

Data Erasure Technician Validator

The information contained in this report is digitally protected and has been generated by the BitRaser profiling process.
BitRaser is an innovation from Stellar Data Recovery Inc.
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FEATURED CLIENTS

Few Of Our Esteemed Clients

SIEMENS ...
Healthineers *-*

BLACK &
. VEATCH

Deloitte
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30 YEARS OF EXCELLENCE

CUSTOMER SPEAK
What Our Clients Say About Us

66

WE MEASURE
OUR SUCCESS

WITH OUR
CLIENTS
SATISFACTION

/

BitRaser's wiping capability
with built-in system diagnos-
tics has been very helpful.
The software helped us wipe
multiple drives flawlessly. It
also comes with verifiable
reports and certificates of
erasure performed on drives,
which is really helpful for
audit and compliance needs.

HP, Brian Matney

IRON
MOUNTAIN®

BitRaser stood out with its
competitive pricing and
features like M2, M3
MacBook erasure. [t
effortlessly handles our
data erasure needs.

N

Q1>

BitRaser presents a
remarkable solution,
showcasing its impressive
features. Attaining DOD
compliance stands as a
notable benefit.

(e

It is wonderful to have a
software company who
meets & often exceeds our
expectations. Thank you
BitRaser.

16 | BITRASER

e

70.4%

NPS SCORE

—
FLOWSERVE
S

BitRaser exceeded our
expectations in every
aspect. It seamlessly meets
ISO 270017 requirements,
effortlessly wiping various
hard drives and PCs.

FAVAV/

Our choice to select
BitRaser for performing
data erasure has been a
fruitful one as BitRaser
software exactly delivered
to it promises.

NetApp-

We have used BitRaser for
secure erasure of hard
drives & SSDs. The certified
software is simple to use &
is highly recommended.

R :-\r';.:
prach s-?-a;-l, ]
R '3,:
@ FERE
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BITRASER" - INNOVATION FROM STELLAR®

The Global Data Care Experts

Stellar, the innovator of BitRaser, is
renowned for its comprehensive solutions
in data recovery, data erasure, mailbox
conversion, and file repair. With over 30
years of experience, Stellar has earned the
trust of over 3 million customers & Fortune
500 companies worldwide, solidifying its
leadership in the data care industry.

Our Values
TRUST CARE SIMPLICITY

Stellar Data Recovery is a leading data care
corporation based in India, with presence
in the US and Europe. The ISO 9001 & ISO
27001 certified organization specializes in
Data Recovery, Data Erasure, Mailbox
Conversion, & File Repair software &
services. Our data care software products
are known for their incredible ease, innova-
tion, & value with practical features to fulfill
both niche & broad needs of the users.

Our Membership

Circular

LOGISTICS.

...........
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YEARS OF
EXCELLENCE

450+

MOTIVATED
TEAM

3M+

HAPPY
CUSTOMERS

8000+

PARTNERS
WORLDWIDE

190+

COUNTRIES
SERVED




BitRaser

ERASURE . DIAGNOSTICS . VERIFICATION

Reach us Today!

) sales@bitraser.com
Q. +1-844-775-0101

@ www.bitraser.com

stellar

BITRASER® IS AN INNOVATION FROM STELLAR®
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